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e Commerce Course :

Parts of Chapters
1.1 & 1.2,
5.1
8.1, 8.2 & 8.3
10.1

Complete Chapters
2, 3, 4, 6, 7 and 9



What’s New in Security 2016-17

Copyright © 2014 Pearson Education, Inc. Publishing as Prentice Hall Slide 5-3



4

International Organization for Standardization (ISO):

"The potential that a given threat will
exploit vulnerabilities of an asset or group of
assets to cause loss or damage to the assets.
The impact or relative severity of the risk is
proportional to the business value of the
loss/damage and to the estimated frequency of
the threat."
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 Terminate the Risk, 

 Minimize Probability of Occurrence, 

 Minimize Impact, 

 Transfer/Insurance



What Is Good E-commerce Security?

 To achieve highest degree of security
New technologies

Organizational policies and procedures

 Industry standards and government laws

Other factors
Time value of money

Cost of security vs. potential loss

Security often breaks at weakest link
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The E-commerce Security Environment

Figure 5.1, Page 252
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Table 5.3, Page 254
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The Tension Between Security and
Other Values

 Ease of use
The more security measures added, the more 

difficult a site is to use, and the slower it 
becomes

Public safety and criminal uses of the 
Internet
Use of technology by criminals to plan crimes or 

threaten nation-state
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